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Technician EPM Setup Checklist

MSP - Managed Company Setup

This checklist is a handy reference sheet to help guide you in the setup of 1Password
Enterprise Password Manager and decisions needed before inviting users to ensure that all the
bases are covered and the managed team is set up for success.

Checklist for a MSP Setting up Managed Companies

[J Confirm this company in the same region as your MSP account (Note: Your MSP
account and a managed company must be in the same data region to be linked)

O Add/link a Managed Company

[J Get their 1Password account set up

[J Best Practices for their Business account

[J Manage their Emergency Kit for non-SSO users

[J Signing-in to 1Password with SSO on multiple devices and how to trust devices

[J Get the apps on their desktop and mobile device

[J Import data from other applications into 1Password

[J If they have passwords stored in Chrome and have them synced with their Google
account, they may need to visit passwords.google.com and turn off auto sign-in there as
well

(O Turn off the built-in password manager in their browser

[J Implement a recovery plan for their team

[J Create and manage custom groups to organize their team

[J Create new vaults to give people access to the items they need

[J Set up 1Password Team Policies for your client

[J Turn on two-factor authentication for their 1Password account, and consider if you want
to enforce two-factor authentication for everyone on their team

(O Securely share 1Password items with anyone and manage how they can shares items

[J Invite your client's team when the account is set up

[J Show them how to redeem their free 1Password Families membership from My Profile

[ Share Get started with 1Password and applicable training resources (administrators and
end-users) to set team members up for success in using their password management
solution

[ Off boarding your team.



https://support.1password.com/regions/
https://support.1password.com/msp-manage-companies/
https://support.1password.com/explore/team-admin/
https://support.1password.com/business-security-practices/
https://support.1password.com/manage-emergency-kits/
https://support.1password.com/sso-sign-in/
https://support.1password.com/sso-trusted-device/
https://support.1password.com/explore/team-member/#get-the-apps
https://support.1password.com/import/
http://passwords.google.com/
https://support.google.com/accounts/answer/6208650?hl=en#zippy=%2Cchange-password-manager-settings
https://support.1password.com/disable-browser-password-manager/
https://support.1password.com/team-recovery-plan/
https://support.1password.com/custom-groups/
https://support.1password.com/create-share-vaults-teams/
https://support.1password.com/team-policies/
https://support.1password.com/two-factor-authentication/
https://support.1password.com/manage-two-factor-authentication/
https://support.1password.com/share-items/
https://support.1password.com/manage-item-sharing/
https://support.1password.com/add-remove-team-members/
https://support.1password.com/link-family/
https://support.1password.com/explore/team-member/
https://vimeo.com/showcase/11757752?share=copy
https://vimeo.com/showcase/11757742?share=copy
https://support.1password.com/business-security-practices/#offboarding-your-team-members
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#| Decisions Needed from your Customer Before Inviting Users

How are users being invited?

When inviting specific users, manual invitations or auto-provisioning will be the best
options. For a more passive enrollment, consider using the sign-up link option.

e For auto-provisioning; reference the SCIM bridge pre-deployment checklist
e For a detailed implementation and best practice plan for SSO; reference the MSP
Admin: SSO Adoption Kit, Admin FAQs and End User FAQs.

Who will be able to create a vault?

By default, all users will be able to create vaults. This can be changed by managing
permissions.

Is anyone supporting account recoveries outside of owners and admins?

By default, owners and administrators will have the permission to recover users who have
lost their Emergency Kit or forgotten their password. You can create custom groups with
granular permissions in case you want others outside of owners and administrators to
complete this task as well.

What would you like the account password policy to be?

You can set a password policy on employee account passwords — the one password they
need to remember to unlock 1Password. 1Password will not prompt users to change their

password if the policy is changed, so set the password policy prior to inviting the team.
Would you like to enable or enforce two factor authentication?

You can opt to enable or leave two-factor authentication off. You can also select which
two-factor authentication methods are allowed, and/or enforce two-factor authentication for
the entire team.

Do you intend on allowing users to share information outside of 1Password?

1Password helps to securely share copies of passwords and other items that have been
saved in 1Password with anyone, even if they don’t use 1Password. You can manage
permissions for item sharing and change who the team can share items with outside the
account and how long item links can be shared.


https://support.1password.com/add-remove-team-members/#add-team-members
https://support.1password.com/scim/
https://support.1password.com/add-remove-team-members/#invite-people-using-a-link
https://1password.seismic.com/Link/Content/DCD6VBjf892RP82JqBfWpcQph9RP
https://www.1password.partners/content/8a9982c5928dd4a50192916b21486fbd
https://1password.seismic.com/Link/Content/DCFgjBgMP94CjGCPRb6m7W8cgVqd
https://1password.seismic.com/Link/Content/DCFgjBgMP94CjGCPRb6m7W8cgVqd
https://www.1password.partners/content/8a9982c5928dd4a50192916d7408704f
https://1password.seismic.com/Link/Content/DC3PhcWG6q4j68FC2jTqRBWh93Q3
https://www.1password.partners/content/8a99839b928de28d019291739653671a
https://1password.seismic.com/Link/Content/DCCGbpjPDC34h87Mp2B3WmmVMJpV
https://support.1password.com/create-share-vaults-teams/#manage-access
https://support.1password.com/create-share-vaults-teams/#manage-access
https://support.1password.com/custom-groups/#manage-group-access-to-vaults
https://support.1password.com/account-password-policy/
https://support.1password.com/manage-two-factor-authentication/
https://support.1password.com/manage-item-sharing/
https://support.1password.com/manage-item-sharing/
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